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UNITED STATES 
COMMUNICATIONS ; 
} 


SECURITY BOARD . 
OSD Review Completed 
TO: DISTRIBUTION 


SUBJECT: Draft Revised COMSEC Directive @) 


1. Please refer to USCSB (Former) Executive Secretary memorandum 
dated 19 July 1978. (Please identify this memorandum as COMSEC 5-/27.) 
The Staff met as proposed on 26 July 1978 to consider new draft revisions 
of the proposed COMSEC Directive. The result of that meeting was a new 
draft (Incl. 1) agreed by consensus of those participating (attendance 


_ list (Incl. 2) is attached). The new text is as agreed at the meeting 
. with necessary editorial changes and the insertion of the words "or 


electrical processing systems" in paragraphs 5.a., 5:b., 5. Coy Se ‘oe (1), 
5.c.(2), and j.(1) to maintain consistency with the agreed definition 
(third unnumbered paragraph beginning on page 1). Inclosure 1 will be 
the subject of discussion at the USCSB (Former) meeting on 3 August 1978, 
1400-1600, at the Department of Transportation, 400 7th Street, SW, 

Room 7334. (For other agenda items see USCSB message USCSB-0013-78.) 

It is requested that Inclosure 1 be discussed with the Principal who is 
to attend the 3 August meeting to permit agreement on a final text. 


2. The classification of Inclosure 1 has not yet been resolved. 
Please treat it as SECRET until advised otherwise. 


3. A representative of CIA has advised that NSCID No. 5 is‘still . - 


operable. 
« jaf € Wy 
ROBER SEARS 
mxecutive Secretary 
2 Incls: 
a/s 


CLASSIFIED BY USCSB. EXEMPT FROM 
GDS, E.O. 11652, CATEGORY 3. 
DECLASSIFY UPON NOTIFICATION BY 
THE ORIGINATOR. 


. 
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DISTRIBUTION: ; 
Department of State 
Department of Treasury 
Department of Defense 
Attorney General/Federal Bureau of Investigation 
Department of Transportation 
Department of Commerce 
Department of Energy 
Department of the. Army 
Department of the Navy 
Department of the Air Force 
Joint Chiefs of Staff 
Central Intelligence Agency 
General Services Administration 
Federal Communications Commission 
_ Defense Communications Agency 
“Defense Intelligence Agency 
National Communications System 
NSC/SCC Subcommittee on Telecommunications 
Protection or 
- National Security Agency 


.”. SECRET 
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: NATIONAL COMSEC DIRECTIVE 


(U) References: (a) Executive Order 12065, National Security Information, 
28 June 1978 


(b) Bescieias Order 12036, U.S, Intelligence Activities, 
24 January 1978 


(c) PD/NSC-24, Telecommunications Protection Policy, 
16 November 1977 


(C) Executive Order 12036 and PD/NSC~24 designate the Secretary of 


Defense as the Executive Agent for Communications Security (COMSEC) to 

_ protect all government-derived classified information and, as well, 
government-derived unclassified information which relates to the national 
security!; and E.0. 12036 dea tenaeeg the Director, NSA, to execute the 
COMSEC responsibilities of the Secretary of Defense. 


(C) ae pEoveccec of national security information is a national 
responsibility, and the activities pertaining thereto must be organized and 
managed to ensure maximum utilization of available resources to Satisfy the 

_ requirements of the National Security Council and the departments and agencies 
of the government. To ensure the coordination of the communications security 
activities of the several departments and agencies of the SOVcEMERE this 
diecehive establishes organizational relationships and delegates functions 
within the povernuent for the discharge of the responsibilities assigned 

to the meereaty of peeengé as Executive Agent for COMSEC. 

(U) For the purposes of this Directive, communications Security is the 


protection of classified information and other information relating to 


National security resulting from the application of cryptosecurity, trans~ 


> 


"National | security", as used in this Directive, is as defined in E.0. 12065, 
paragraph 6-104: "National security means the national defense and foreign + 
relations of the’ United States." 
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tiission security and —nission security measures to electrical processing 
_ Systems, and from the application of physical security measures to COMSEC | | 
“daformmacien and material. These wieveuces are taken to deny unauthorized | 
persons information of value which might be derived from the possession 
and study of telecommunications or electrical: processing Systems; or to 
insure authenticity; or to provide jam resistance for telecommunications. 


1. (C) The Executive Agent for COMSEC. As Prescribed in | | 


references (b) and (c), the Secretary of Defense, as the. Executive Agent 


SHINVHD d3SOd0Ud JLVLS AO LNSWLYUV d 


for, Communications Security, is responsible for protecting sovecniunid eda’. 
classified information and Uncraseet ied information relating to the national 
security. As the Executive Agent, he shall: ; 
a. (U) Adhere to broad policy guidance -romisated. by the 
National Security Council Special Coordination Committee through its 
Specdail Subcommittee on Telecommunications Protection. 
b. (C) Coordinate, as appropriate, with the Secretary of 
Commerce who has been designated as the government's Executive Agent for” 
Communications Protection for government-derived unclassified information . 
not related to national security, to reduce areas of overlap. 
2. (U) The National Communications Security Committee (NCSC). 
| a. (U) The National Communications Security Committee (NCSC), 
hereinafter referred to as the Committee, is established to assist the 
Executive Agent, COMSEC in the disease of his responsibilities and to 
ensure a coordinated and effective national COMSEC effort. The Committee 


shall operate in accordance with this directive and any other directives 


that may be issued by the Executive Agent. 
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Pepys ces penne zum! _shall be compose one representative 


of each of the following: 
| (1) The Secretary of State 
(2) Secretary of Treasury 
Atvonaey General 
. Secretary of Defense 
Secretary of Transportation 
Secretary of Energy 
Secretary the Army . 
Secretary the Navy 
" (9) Secretary the Air Force: 
(10) Director .of Central Intelligence 
(11) Director, National Security Aeanes 
"e. (U) In addition to the shoes Committee membership, 
eepteesutarives of the following ; are invited to participate as epeenvees. 
They may also be invited by the Chairman, NCSC to participate whenever 
matters of direct interest to their respective departments or agencies are. 
before the Gommleges: 
(1) Secretary of Commerce . 
(2) Chairman, Joint Chiefs of Staff 
GQ) | Administrator, Geneeal Services Aiiiadseeekeas 
(4) Chairman, Federal Communications eoteeeaion. 
(5) eens National Communications oe 
(6) . Director, Defense Goimunteaeisns heey 
(7) pieecree: Defense Intelligence Rae 
(8) Director, Défense Logistics Agaiey 


(9) Director, Federal Emergency Management Agency 
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d. (uy Under the authority of the ciinnan: NCSC, it Shall 


be the responsibility of the Committee to: 


(1) Act in support of the Executive Agent, COMSEC. 


ESTIMA - , 
(2) Initiates develop and-recomend- broad COMSEC SPIEReT yee 


policies and implementing procedures ‘bathe Executive Agent, COMSEC, Fee 
ASSLYUWICE OY FUE SPECIAL COOROIRATION CLO FEE. 
(3) Develop coordinated interagency recommendations for 
the Executive Agent, COMSEC's approval, when required. 
(4) Review annually for the Executive Agent the. COMSEC 


"status and objectives of all departments and agencies and make recommendations 


for COMSEC applications. . . 


(5) Establish a national COMSEC iwauense evetcn for | 


promulgating pertcses and for issuing. COMSEC guidance and information of 


government-wide interest.: 


(6) Provide COMSEC guidance in accordance with approved 


oat 


procedures to U.S. Departments and Agencies in their relations with foreign. 


governments, international organizations, and private industry. 
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e. (U) The Committee shall make recommendations to the. | 1 
Executive Agent on committees membership and shall establish Procedures and 
membership criteria for considering membership changes. . ( 

f. (U) The Committee shall meet at the invitation of the | 


Chairman or request of any member. A minimum of two formal meetings shall 
be held annually and the presence of a majority of the mendens shall 
eongedeute a quorum. 

g. (U) The Committee shall reach decisions by aageenes vote. 
In the event of a tie,. the Chairman shall cast a deciding vote. The 


Director, National Security Agency shall have no vote in matters involving 


vA 
DORIAN AION AO 


RAW Ua Ams me 1 OR Ad ew a 
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appeals from his own decision. In the event the Committee votes and reaches 
a decision, any dissenting member of the Committee may appeal from Suen 
decision. Such appeal must be made within 15 days to the Executive Agent 
for COMSEC. In the event that the Coumittee votes and fails to reach a 
decision, any member of the Committee may appeal to the Executive Agent for 
COMSEC and auen appeal mist be made within 15 days of the inconclusive yeees 
In either event, Sig Executive Agent shall review the vote and seats 
decision. If the subject of the appeal is in the nature of an emergency, 
the Executive Agent will determine action to be taken pending outcome of 

the appeal. Action by chy estucine Agent does not preclude nepapead to 

the SSTP or higher bodies. 

| h. (U) The Chairman may invite any department or agency not 
represented to participate in matters of direct interest to sich adepacee 
ment or agency. Such a department or agency may also request consideration 
of a matter by the Committee.: 

i. (U) Departments or agencies not represented on- the 

Committee may appeal from decisions of the Committee in the manner prescribed 
for departments and agencies represented on, the Committee. 

3. (C)- chairmanship of the National Communications Security 
Committee (NCSC). The NCSC shall be chaired by the representative of the 
Secretary of Defense, the Assistant re of Defense for Communications, 

Command, Control and Intelligence (ASD(C"1)). He is responsible for:, .- 


a. (U) Establishing procedural arrangements for the 


execution of his assigned functions. 
F : . 


CONFINENTIAT. 


Approved For Release 2005/04/22 : CIA-RDP83-00156R000200030139-0 


Sea, Oo De Cr ne Ce 


“Approved Fom@mpicase 2005/04/22 : CIA-RDP83-0015@}00200030139-0 
b. ¢ Maintaining liaison with the Secretary of Commerce 


who is the Executive Agent of the supernent for protection of communications 
_, not-related to national security, 
| ce (U) Keeping Ene Executive Agent, COMSEC, informed on 
significant current COMSEC matters, 
| | d. (U) Pareiatas plans and reviewing department and agencies 
programs for carrying out approved policies. 
| e. (U) Supervising the National Communications Security 


_ Committee Secretariat established herein. 


£.  (U) Establishing procedural arrangements for the discharge 


of staff. responsibilities of the Executive Agent, COMSEC. 


g» (U) Requesting such reports, information and assistance 

from governmental agencies as may be necessary, 
4 

a. (U) There is hereby established a National Communications 
Security Committee Secretariat that shall be responsible to and function 
under the direction of the Chairman, NCSC. This Secretariat shall provide 
the necessary staff assistance and services for the conduct of Committee 
business. : 

b. (U) The Director, NSA, will provide an Executive 
‘Secretariat, including an Executive Secretary who will be approved by the ° 
‘Chairman, and all resources required for this office, including ‘space, 
equipment facilities, personnel, and saninaereat we Support. 

c. (C) In carrying out its functions, the Secretariat shall: 


(1) Serve as the staff central point of contact for NCSC 


functions. 


Po 
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' (2) Coordinate Committee matters as necessary with 


Committee members and other government departments and eeniies, 
(3) Provide for the receipt and cjesede of certain 
Executive Agent, COMSEC and Committee correspondence. 

- (4) Maintain setive liaison for the exchanges of information 
and advice with the Executive Secretary of the Special Subcommittee; Office of 
the exaetibive Agent for Communications Protection; the Executive Seepadaey for 
the National Foreign Intelligence Board; and other departments and agencies. 

(5) Be responsive to the requirements of Committee 

members and serve as the direct contact with the NCSC staff members: 
| 5. (C) The Bicketoz. National Soeduley Agency. As preeceinad in 
reference b., the Divechde, NSA, is responsible for executing the responsi- 


bilities of the Secretary of Defense as Executive Agent for Communizations 


Security. In so doing, he shall: 
a. (U) Prescribe or approve all cryptographic systems and 
techniques used by or on behalf of the government to safeguard national 


security and national security-related telecommunications and electrical 


processing ‘systems from exploitation or disruption. Included are the doctrine, 


standards and procedures governing their operation, use, modification or 
removal from use, and the application of compromising emanations suppression 


techniques and physical security measures to protect such systems and 


techniques. 


b. (U) Initiate research and development needed to fulfill . 


stated qualitative requirements for cryptographic equipment to be used to. 


- 


safeguard national security and national security related telecommunications 


and electrical processing systems; or to advance communications security 


a. 7 


* 
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technology, including noche: protective een for 
controlling compromising emanations, and basic or applied cryptographic 
and cryptanalytic research. When mutually agreed, the Director, NSA, may 
delegate authority to conduct specified cryptographic R&D projects. 
de eee Naa iee vehee Saunt Soe Sart ect eh es ether 
~ federal departments and—agencies—on the throat-from-and. valnerability—te- 
- hostike-exp loitation-of telecommunications and electrical processing—systems, 
~<- Establish and maintain a national COMSEC assessment 
' . program to identify COMSEC vulnerabilities/ levels of -effert against lh S. 
tebe communications and. electrical. processing-systems, and Saudi peseEk 
“to the National COMSEC Committee. 
~2)— Establish -and -maintain—-a-national-COMINT- threat— 
saseessment pregram te identify hostile-COMINT +threats- and Beets ~of-effert 
sdeatase’ U6 steledemunieanlone wad S1etend wal cpusteseieig-aye tenes andi 


~annua lily -report-te- the National COMSEG-Gemmittee in Ssuppore of -the-Cemmiteeeo- 


- anntal report. 

d. (U) Generate and produce COMSEC aids, including all forms 
of keying material, act as the central procurement authority for TSEC~ 
hectares equipments and design controlled spare parts, maintain a Gentead 

' Office of Record (COR). When mutually agreed, DIRNSA may authorize. federal 
departments and agencies to produce specified TSEC-nomenclated equipments 
and soy atpmarented in accordance with technical and security criteria 
prescribed by Director, NSA. 

vel (¢) Conduct technical COMSEC liaison with the appropriate 


organizations of foreign governments and international organizations concerned 


with such matters. 


ar 8 
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£. (U) Develop timely and coordinated national long-range 
COMSEC: plans, to include consideration of equipment research, development 
and application, threat projection and security requirements. - 
g» (U) Provide ecuhndest guidance and support for COMSEC 
education and training programs. 
| h. (Cc) pends information needed to maintain an overview 
of COMSEC resource prostans, to assure optimum utili2ation, and to conduct 
assessments of the COMSEC protection provided to national security or 
_ national security related information. 
| Le GU). Enovede the Secretariat for the NCSC including an 
eecucive SecEPrary who shall. be approved by the Chairman. 
j. (c) Collaborate with departments and agencies in order to: 
P 7 ~  d) Develop basic noncryptographic COMSEC design criteria 
for telecommunications and electrical’ processing systems, including command 
and cadevor systems for weapons and space vehicles, determine the level of 
protection provided by a specific system, and advise and assist the cognizant 
department. and agency. 
| (2) Define requirements for COMSEC equipments and systems. 
# (3) _ Formulate doctrine and standards for the application 
of COMSEC techniques to computer systems, — 
(4) Assist in the formulation of principles and the 
development of techniques for communications cover and manipulative 
communications deception, and in the preparation or review of the COMSEC 


elements of these programs. » 


~ 


In accordance with responsibilities assigned in refs. b. and c. 


a 


. 
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(5) Assist in the identification of requirements for 
vulnerability assessments; assist in the identification of, COMSEC 
surveillance and analysis resources to conduct vulnerability assessment 
missions. 
(6) Assist in the identification of requirements for 
COMINT threat assessments; -estab+ish-and-maintain—a—central~date~base~ 
~containing-all sourceinfermation on all hostile COMINT. threate te US.— 
-government—t el ecommunieations-and -electyieal-precessing: systems: ~identify 
-COMINT-t hreat- analysis resources. to -conduct threat—ascessment missions 
(7) Prescribe procedures for reporting and avsniacide 
COMSEC insecurities: and doctrine and procedures to protect COMSEC 


_ information. 


(8) Prescribe standards for federal departments and 


agencies Central Office of Record (COR) functions. 


(9) Establish policies and procedures for the conduct 


of an interdepartment/agency loan program and the reuse of excess equipment. 
6. (U) The Heads of Departments and Agencies of the Government. 

The Heads of all Departments and Agencies of the Federal Government shall 

organize and conduct their COMSEC activities as they see fit, subject to 

the provisions of law, directives of the President and the National. Security 


Council, this Directive, and documents in the National COMSEC Issuance System. 


Nothing in the directive shall relieve the heads of the individual departments 


and agencies of their responsibilities for executing all measures required to 
assure the security of classified and unclassified national security infor- 


mation and the control of compromising emanations. 
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7. (U) Disclosure Privileges. Nothing i his directive shall 


be eoueenuea to give the Committee, any of its members, and the Executive 
. Agent, or the Director, NSA, the right to inspect any department or agency 
without approval by the head thereof. Departments and agencies shall. not 
be required to disclose to the Committee, any of its members, the Executive 
Agent, or the Director, NSA, the contents of any official communications 
concerning its activities, if, in the opinion of the head of the department 
“or agency, the disclosure would be contrary to the national interest. 
8. (C) "Exemption. The communications conducted by the Central. 
Intelligence Agency in the performance of functions described in NSCID No. 5 


are specifically exempted from this Directive. 
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STAFF PARTICIPANTS FOR 26 JULY 78 MEETING 


STATE: 
Kentkiaweit 
TREASURY: 

Gary Johnson 
FBI: 

Alvin Frank 
TRANSPORTATION: 


Otis Bobo ; 
William Deeter, Jr. 


~ “COMMERCE: 


Charles Wilk 
Donald Craft 


ENERGY: 

John Stush 

ARMY: 

LIC Kelly Porter_ 
“NAVY: 


Commander John Leonard 
Jerry Moore 

Commander William Moran 
AIR FORCE— 


Daniel Sheerin 


« 


s 


JCS: 


LTC Frank Torres, Jr. 


' CIA; 


——e 


GSA: 


Robert Wilks 


DCA: 


Robert Edberg 


DIA: 


NCS: 

Colonel Preston Hix (USA) 
DEFENSE: = 
Commander Eddie Benford 


NSA; 
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